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10 Years of Secure Digital ID
from e-ID to Mobile-ID

Janek Magi



* The Secure Identification Management
* E-services and a need for Digital- ID
* From the Digital-ID to the Mobile ID



ldentity Management

Personal ID Code

ID Card or Residence card
Identification on Biometrics




E-Services

e Population register
e Vehicle register
e Health Insurance register

ALL e Business register
INHABITANTS

e Register of Building etc.

e Parking
e Banks

AL e Telecom
INHABITANTS e Energy etc




WHO IS THIS? IDENTIFIED USER
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ID and Digital ID Card
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Isikutunnistus No. X0001059
EESTI VABARIIK DIGITAALNE ISIKUTUNNISTUS Identity Card No.
REPUBLIC OF ESTONIA DIGITAL IDENTITY CARD

Isiku tuvastamine PIN (1):

wmsn m-:f'ﬂ:(s |dentification PIN (1):
' Digitaalallkiri PIN (2):

Digital signature PIN (2):

KEHTIV KUNI / DATE OF EXPIRY 01.01.2011
DOKUMENDI NUMBER / DOCUMENT NUMBER N1234567
ISIKUKOOD / PERSONAL CODE 47309220555 PUK'

AINULT ELEKTROONILISEKS KASUTAMISEKS
ELECTRONIC USE ONLY




PC-s are history?

e \WWe have abundance of new devices and the
amount is growing

e Most of them lack the interface for traditional PKI
based on smart cards or USB token




Rare picture




Solution is Secure Mobile-ID

Hoimta! Pacast mkroSiMA Orrbnsost comaldamint vilb mkoSIML 00asIng Kasuamins suxremas
Umbtses (tovaformeaadcis SiN-ea) ddatons Kahjustoda.

Mobiil-1D
Palun ara kraabi kraapevéliu, kul Sa & olg

shiminud Mobitl-ID kasutamise kepingut! —
i
Mobiil-iD PINT: 04003
Moblil-1D PIN2: 617 7F
Moblil-ID PUK: )

PIN: 0000

PIN2: 119 =
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Can | trust it?

% Mobile
Operator

Police webpage, Activate the
ldentify with ID card Certificates

Private and Public identification



Process of signing

— 4. Send ID and document
hash

1. Create document

2. Request signature ”* 5. Calculate control code
3. Calculate/show control code Sz ' :
S\ 6. Confirm
5 7. Enter signing PIN

8. Calculate signature bits

9. Send back signature bits
10. Compile document




e- Residency

non-resident with Estonian digital identity
(smart card) for access to digital services

WWW.e-resident.gov.ee

WWW.e-estonia.com



http://www.e-resident.gov.ee/
http://www.e-resident.gov.ee/
http://www.e-resident.gov.ee/
http://www.e-resident.gov.ee/
http://www.e-estonia.com/
http://www.e-estonia.com/
http://www.e-estonia.com/

Estonian Launch page: Estonian Estonian

development fund 4000+ parliament First e- prime
competition subscribers on approves Residency minister

winner CEVA legislation card issued visits US
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Launch in 38
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mandate to create seven-member embassies application beta

e-Residency team team abroad launch launch
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Thank you!



