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REPUBLIC OF GUINEA-BISSAU MODERNIZING TO FIGHT FRAUD

Challenges Requirements
Surge in document falsification and counterfeiting — A Secure ID document that is resistant to simulation
existing paper-based system had insufficient protection (“counterfeiting”), alteration (“‘tamper”), and easy to
against attacks verify with confidence

National ID had lost credibility — as a viable credential
and the government was under growing pressure to
re-build trust, both internally and internationally

Modernize the card issuance process adding
comprehensive audit trails to reduce internal fraud

Integrate the latest identification technologies

Lack of civil registration database — to identify the for application development, systems & network design,
countries citizens database design and optimisation,
biometrics and encryption

Reestablish credibility with highly secure identity to
prevent election fraud, fictitious employment, salary
remuneration fraud, and illegal immigration

Starting from the ground up — registering, producing
and issuing one million National ID cards in five years
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REPUBLIC OF GUINEA-BISSAU ENHANCES ID CARD SECURITY
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Document evidence
Photo capture
Two index fingerprints

MULTI-POST®

Collect ID cards in person
Final one-to-one (1:1)
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RE-ESTABLISHING

PVC

Rainbow printing
Two colour guilloche
OVI green/pink
Microprint

High quality,

CREDIBILITY

Laminate to both Ve
sides of the card

REPUBLICA DA GUINE-BI
h BILHETE DE IDENTID

UV printing —

- Nome: HE;LDER GOMEZ

full-colour photo

Minutia of the left
& right index

nascimento: 12/06/1975 Sex
Naturalde: BISSAU .
BISSAU

N°: 025687-4512 Valido até: 01/01/2011

) D(A) Direcfof(a);Geral, ;

. Residencia: BISSAU ),

finger embedded
within a 2D PDF
417 bar code

.

S

Datacard DuraGard

Optigram laminate

 Embedded custom
hologram of the
Guinea-Bissau coat of
arms

e Customised Guilloche
pattern

e Secure microtext



THE NEXT STEP IN DELIVERING TRUSTED SERVICES

TRUSTED IDENTITY

CARRIER
e e Paper ) _ HSM
e PVC We innovate across platform technologies USB
Polycarbonate Mobile
SUBSTRATE Smartcard Smartcard
RIVER"S LICEMSE
T, Inkjet CREDENTIAL X509
-':: 1B-mara o Dye i i ICAO
o Sublimation  VVe create the personalized credential BAG/EAC
PERSONALISATION  Retransfer ISO7816
Laser PIV
Laminates AUTHENTICITY Encryption
Hologram ) ) Hash
STOP We protect and seal for integrity Keys
Laser PKI

SECURITY FEATURES

SECURE TRANSACTIONS

We enable access to services and resources

FORM FACTOR

CERTIFICATE

eslra

DIGITAL
SIGNATURE

DIGITAL SIGNATURE
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ENTRUST DATACARD CITIZEN SOLUTIONS

ENROLLMENT

L

Trusted ldentities

AUTHENTICATION i
VALIDATION Secure Transactions CREDENTIAL
ISSUANCE
DOCUMENT CREDENTIAL
SECURITY MANAGEMENT

TECHNOLOGIES
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TRUSTED SOLUTIONS WORLDWIDE

AFGHANISTAN [ B COTED'IVOIRE e INDIA IESE MONTENEGRO £ SLOVENIA
Sl ALBANIA i CROATIA M= INDONESIA B morocco " SOMALIA
- ALGERIA ~  CYPRUS —— IRAQ P=— MozAMBIQUE SOUTH AFRICA
S ANGOLA o= DENMARK B 5 (RELAND m== NETHERLANDS E= SPAIN
s ARGENTINA :: DOMINICAN REPUBLIC [ | ITALY me NETHERLANDS ANTILLES WEN SRI LANKA
- ARMENIA mism ECUADOR P JAMAICA S NEW ZEALAND <28 ST. MAARTEN
BN ARUBA e EGYPT ® JAPAN = NICARAGUA EE= SWEDEN
‘ AUSTRALIA i EL SALVADOR B KENYA [l NIGERIA SWITZERLAND
=== AUSTRIA BEE ETHIOPIA :@: KOREA (SOUTH) B OMAN == SYRIA
3 BAHRAIN BE ru KOSOVOo IS PAKISTAN 7% TANZANIA
I BANGLADESH == FINLAND EN KYRGYZSTAN m PANAMA mm= THAILAND
El BARBADOS [l FRANCE Xl LESOTHO e PARAGUAY TUNISIA
BELIZE =3 GEORGIA B LIECHTENSTEIN Bel PerU TURKEY
- BERMUDA = GERMANY BN LITHUANIA ’ PHILIPPINES 5 TURKMENISTAN
Siw BOLIVIA === GHANA = LUXEMBOURG mmm POLAND S UKRAINE
BRAZIL GRENADA B2 MACEDONIA = PUERTO RICO = UNITED ARAB EMIRATES
S{ BRUNEI I-] GUATEMALA EE MALAYSIA Bl 0ATAR % UNITED KINGDOM
I3 CAMBODIA B GUINEA BISSAU MALDIVES B B romaniA EE= UNITED STATES
J+J CANADA &3 nam 'l MALTA @ RUSSIAN FEDERATION === URUGUAY
B CHILE e HONDURAS MAURITANIA SAUDI ARABIA ¥ US VIRGIN ISLANDS
B CHINA HONG KONG == MAURITIUS Z SEYCHELLES f&n VENEZUELA
mmm COLOMBIA = HUNGARY B B mexico [N S|NGAPORE K3 VIETNAM
@ COSTA RICA === |CELAND ! MONACO imm SLOVAKIA - ZAMBIA

p 400+ Government p 30K+ passports

Identity Programs issued daily
} 18 of top 20 e-gov } 10M credentials and 5M
programs smart cards issued daily
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