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Outline

Automatic border control and the PKD

Security threats & the role of manual inspection

Challenges and opportunities for optical security solutions



Automatic Border Control
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Physical security 

features

Antenna

Chip

e-Travel document designs today
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Data Groups and management of keys
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Biographic data
Name

Date of birth

Place of birth

Gender

Nationality

Document number

Expiration date

Biometric data
Facial image

Finger prints

Iris scans

Security Data Object
Hash values

Digital signature

Document certificate

Certification

Authority (CA)

CA Private key

Government name

Document Signing Certificate (DSC)

Country Signing Certificate (CSR)

Certificate Revocation List (CRL)

ICAO

Public Key Directory



Counterfeit threats

van Beek J., ñePassports reloaded goes mobileò,  BlackHat Europe 2009, Amsterdam
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2014: The threat continues

Photograph courtesy of Canadian Border Services Agency
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Substitution of chip/antenna assembly

Passes e -gate inspection without verification of Country 
Signing Certificate !

Photograph courtesy of  Canadian  Border  Services  Agency
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