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The Age of Synthetic Realltles

ALL THESE ||V|AGES ARE FAKES
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Vulnerabilities of Digital Identity systems
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Attacks: from PAs to |As (eg. DeepFakes)

(@ - Presentation Attacks (PA)

‘ * Injection Attacks:
* Morphing Attacks (MA)
» Deepfakes (DF)
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Presentation Attacks
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Presentation Attacks

Copyright © 2026 Idiap — www.idiap.ch



Morphing Attacks
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Morphing Attacks

Face embedding
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DeepFakes: Face-swaps
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DeepFakes: Synthetic Identity Documents

APELIDOS Nomes / SURNAMES Forenames

“APELIDOS Nomes / SURNAMES Forenames

SANTOS COSTA | SHRISTINASTA |
Isabel Margarida Isabe! Margarida
SEXO/  NACIONALIDADE/ DATA NASC./ SEXO/ - NACIONALIDADES DATA NASCS
SEX NATIONALITY BIRTH DATE SEX NATIONALITY Rt SIRTH BATE
F ESP 18 03 1989 E ESP , 1803
LOCAL NASC./ PLACE OF BIRTH  VALIDADE DO CARTAO/ CARD EXPIRY qucm NASC./ PLACE OF BIRTH ~ VALIDADE DO CARTAQ/ CARD EXPIRY
Rio de Janeiro 04 01 2033 Rio de Janeiro 04 01 2018
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Attack Detection is Al-based

* Presentation Attack Detection (PAD)
» e.g. liveness detection, Multispectral, Multimodal (face+voice)

* Morphing Attack Detection (MAD)

* Deepfake Detection (DD)

FantasyID Dataset
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. PAD/MAD /DD

tacks in images. Determine if an image is bonafide
k(real) or a presentation attack, ...

([ System prompt example I -
You are an Al model for detecting presentation at-

4

([ Example user prompt: 1-shot User
Text: I give you examples of bonafide and PAs

image _urls: —
BF Print Replay

Text: analyze the following im-
age and provide an authenticity
score on a scale between 0 and 1.

/

Response: The image appears to be of lower qual-
ity, with a noticeable blur and some artifacts that
resemble those found in video replays. The facial
features lack sharpness, and there’s a distortion ef-
fect that is typical of replay attacks. The lighting

and focus inconsistencies suggest a capture from a
screen. This analysis aligns with characteristics of

a replay attack, where an image or video is used
rather than a live individual. score: 0.2

Real

Attack
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How to trust a technology vendor ?

fico

* Testing, testing and testing = certification is key: ALLIANCE

* International Standards: for definitions and metrics
e.g. «Presentation Attack Detection (PAD)» (ISO/IEC 30107)

* Independent testing labs i.e. accredited by the FIDO Alliance to certify products
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More on Thursday, 14 May from 13:20 to 14:00 Track 2.2
Segment 3 « Securing Trust Across the Identity Ecosystem »

Thanks for your attention
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dl Torch is built at Idiap

!

Torch becomes the 60% of Al Research

implementations use PyTorch

core of PyTorch
(Facebook)

O PyTorch

+600k Repositories on Github

PyTorch is used at
OpenAl to build ChatGPT
NASA to do space research

Tesla to build self driving cars

AstraZeneca for Drug Discovery
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