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The Age of Synthetic Realities
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ALL THESE IMAGES ARE FAKES
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Vulnerabilities of Digital Identity systems
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Attacks: from PAs to IAs (eg. DeepFakes)
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• Presentation Attacks (PA)

• Injection Attacks: 
• Morphing Attacks (MA)

• Deepfakes (DF)

1
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Presentation Attacks
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Presentation Attacks
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Morphing Attacks
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Morphing Attacks
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DeepFakes: Face-swaps
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Encoder Decoder

Attacker Victim DeepFake
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DeepFakes: Synthetic Identity Documents
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AI-generated images of ID documents (face and text)
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Attack Detection is AI-based
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• Presentation Attack Detection (PAD) 
• e.g. liveness detection, Multispectral, Multimodal (face+voice)

• Morphing Attack Detection (MAD)

• Deepfake Detection (DD)

PAD /MAD / DD

Real

Attack

Emerging technologies: 
Foundation Models 
for Attack Detection
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How to trust a technology vendor ?
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• Testing, testing and testing = certification is key:
• International Standards: for definitions and metrics 

e.g. «Presentation Attack Detection (PAD)» (ISO/IEC 30107)

• Independent testing labs i.e. accredited by the FIDO Alliance to certify products



Q&A
Thanks for your attention

Prof Sébastien Marcel ( marcel@idiap.ch )
Biometrics Security & Privacy
Idiap Research Institute
Martigny, Switzerland ( www.idiap.ch )

More on Thursday, 14 May from 13:20 to 14:00 Track 2.2 
Segment 3 « Securing Trust Across the Identity Ecosystem »
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PyTorch is used at

OpenAI to build ChatGPT

NASA to do space research

Tesla to build self driving cars

AstraZeneca for Drug Discovery

+600k Repositories on Github

60% of AI Research    

implementations use PyTorch

Torch is built at Idiap

2014 Today

Torch becomes the 

core of PyTorch 

(Facebook)

2001
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