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National identity systems, public registries and critical services
face growing cyber attacks
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2025 GLOBAL IMPACTS
TRENDS CITIZENS & STATES

3 000 + attacks/week
+40% YoY

Cyber attacks
+50% vs 2024

Security, Political,
Legal and
reputational costs

In 2026, cyber risk is no longer an IT issue
but a sovereignty and continuity-of-state issue
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Identity systems’ threat landscape .
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Identity systems: a broad cyber attack surface
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Identity systems: what does a secure solution looks like ¢

Client applications IT Identity

enrolment, ID verification,
online services

Back-end systems

Network
(servers, database, ...)

Multi Factor Authentication,

Web Application Role based access control
Security Firewall O Data encrypﬂoh, Data
|
Governance ' " Encryption BOT protection access monitoring, ...

Training Users (HPPTS/TLS) DDoS protection

| . = Supply Chain
Software : @ - @ Security by design
Hardware = N Supplier assessment

End Point detection : _575

Network Internet

Security by design
\ Vulnerability patches

Events
& logs

Events
& logs

Analyse >
Detect > Respond

Analyse >
Detect > Respond
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‘ Events Analyse >
& logs t Detect > Respond

Cyber Threat Intelligence

SECURITY OPERATION CENTER . Risk Monitoring
: Vulnerability Management

THALES ID4AFRICA ANNUAL MEETING | THALES PRESENTATION | CYBERSECURITY & DIGITAL IDENTITY: HOW SAFE IS YOUR NATIONAL IDENTITY SYSTEM? | 13 MAY, 2026 | ABIDJAN
Building a future we can all trust This document may not be repro >d, modified, adapted, published, translated, in any way, in whole or in part or disclosed to a third party without the prior written consent of Thales © 2026 THALES. All rights reserved.




How to build a structured
approach based on NIST2.0? IDENTIFY  Tesfing & Validation

. Offensive security

REC SRl ECT
B Incident <> Cybersecurity
Cyber resilience response GOVERN awareness
Business : . and training
as an enabler Confinuity
for strong ldentity
system
RESPFOND mady Q=Y R
Detect & Respond SOC & Managed
services
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THE DOMINICAN REPUBLIC

Cyber security & Modernisation of electronic passports

Challenges . . Solution provided
x o
- ePassport migratfion L% - Biometric enrolment
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- Digital transformation - Decentralised issuance

- Decentralisation - Polycarbonate ePassport

A DOMINICANA

CYBERSECURITY TO STRENGTHEN NATIONAL SECURITY iy, wEAlaor
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— Advanced 24/7/365 cybersecurity threat monitoring (SOC, SIEM, EDR)

— Detection

— Response service
. For 5 yeors %P’égoeWE-REZ<<JUANA<<<<<<<<<<<<<<<<<\.: ¢
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INTERESTREDEIIN
CONTINUING THE
DISCUSSION?

Q&A Let's connect at
Booth n°M21!
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