
Proactive vs. Reactive; Why Architecture Matters
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Did You Know….

That all our Identity Data has been stolen?

That all that ID data is for sale online?

Crooks buy our Identity data to forge fake Identity documents?

Crooks Use AI to make perfect images of ID documents?
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What Would Make The Identity Data Trustworthy?

Known & Trusted Source

Fixed ID Data and Biometric Data Relationships (BINDING!!)

The Data is Immutable
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This is this how we ID “Proof” Today…Upload a 
Driver License to the IDV Platform

≈

A Credential….Binds a Human Being to an Identity and 

Associated Privileges
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Many ID GenAI Attack Vectors Are Undetectable 

This is an uploaded AI Generated ID.
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2025 Verizon Enterprise DBI Report

The Bad Guys Want our Valid Privileges

Fraudulent Credential Issuance
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How About Binding to the Identity Record AND Credential “Owner”?

1. How does the ISSUER “know” 
who the HOLDER is, when they 

provision the “verifiable 
credential”? (Is this really the 
person who was issued the 

credential?) 

2. How does the VERIFIER (or 
anybody) “know” who the HOLDER 
is when they present the “verifiable 

credential”? (Who is holding the 
phone or ID or Passport?)

3. How does the HOLDER get a 
reissued credential after losing the 

device that holds the wallet?
(See 1 & 2) 
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(Deterministic)(Probabilistic) = Probabilistic

● Device & Data Authentication (Cryptography: PKI & Tokens) is Deterministic

- Binary: one or zero, yes or no

● Remote User Identity Verification is always Probabilistic

- Statistical probabilities, percentages

If you can’t Guarantee who controls a device (and 

bound credentials), Device-based User Verification 

or Authentication is Probabilistic

(100%)(99.9%) = 99.9%
(Deterministic)(Probabilistic) = Probabilistic
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What Would Make The Identity Data Trustworthy?

Known & Trusted Source

Fixed ID Data and Biometric Data Relationships (BINDING!!)

The Data is Immutable
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Basically...We Have Two Problems to Solve…

1) We Cannot Trust the Physical Identity Data in 
Circulation

2) We Cannot Trust We Know Who Holds the 
Devices the Credentials are Bound to
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Basically...We Have Two Solutions…

1) Move Biometric and ID Data from the Identity Owner to 
the Issuing Authority for comparison, or

2) Move Biometric and ID Data from the Issuing Authority 
to the Identity Owner for comparison
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Move Biometric and ID Data from the Identity Owner 
to the Issuing Authority for comparison….

1) Liveness-proven Biometric Collection at the Edge
A. Enrollment
B. Access Control Verification or Authentication

2) One-to-Many (1:N) Comparisons in the Database

A. Duplicate Legitimate Entries
B. Fraudulent Duplicative Entries
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Querying Verified Record Behind the 

Issuing Authority’s Firewall
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Move Biometric and ID Data from the Issuing 
Authority to the Identity Owner for comparison

1) Liveness-proven Biometric Collection at the Edge
A. Enrollment
B. Access Control Verification or Authentication

2) Identity “Owner” Control of their Verified Identity

A. Privacy
B. Decentralized Data
C. Portability
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Digitally Signed Biometric QR Barcode

=++
Face Data 

from
Issuing 

Authority 
ID Profile

Identity 
Data from 

Issuing 
Authority 
ID Profile

Digitally 
Signed by 

the Issuing 
Authority

72 Bytes of Face Data = zAAAD5fIALMkzIAABVIgAAC4SoAyqk0u4AG5AAAEj5ogAXKYHEFAF4AAVsgA/CFABlQoArOU

Add to ANY 
Physical or 

Digital 
Credential, 

Document, or 
stand alone

© 2026 FaceTec, Inc.



UR Codes to Validate Data & Binding
Verify & Re-verify User Identity Remotely
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UR Codes Validate Physical & Digital Documents and Prove Binding

For optimal real-world scanning UR Codes should be printed at least:

¾” x ¾” or   2cm x 2cm @  300 DPI
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Jay Meier
Chief Identity Technology Strategist, FaceTec, Inc.

Subject matter expert in biometrics & IAM, author, tech 

executive, and award-winning Securities Analyst.  

FaceTec, Inc., the leading, global provider of 3D Liveness and 

3D Face Matching software for remote identity platforms.  

+1-612-978-3687 - Jay@FaceTec.com

FaceTec.com |  Patents apply  |  © 2026 FaceTec, Inc.

FaceTec.com Liveness.com
Biometric liveness detection explained

URCodes.com

https://www.facetec.com/#page-blk-white-papers
https://liveness.com
http://urcodes.com
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