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Digital sovereignty:
The state’s ability to control

the protection of access to critical data

continuity in its critical digital systems

all times and under all conditions
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Cloud and data sovereignty caught in a paradox  # ™ereose
Microsoft levels up Azure Local to make it fit for large-scale

We asked the hyperscalers how they would respond to US court-ordered soverei gn clouds

eavesdropping on foreign citizen data - and got responses that highlight a paradoxical
situation Microsoft has given its Azure Local on-prem cloud a major makeover to make it fit for
duty powering large-scale sovereign infrastructure.

1 week ago
Help Net Security

AWS European Sovereign Cloud puts data, operations, and a s
oversight inside the EU ' S

AWS European Sovereign Cloud brings EU-operated cloud infrastructure with defined
sovereignty, compliance, and oversight measures.

15 Jan 2026 @ SecurityBrief Australia
Nations race to sovereign encryption in quantum age

Computer Weekly

As guantum computing looms, nations race to build sovereign cyber and post-quantum .
https:/iwww.computerweekly com » feature » Is-cloud- ...

encryption to safeguard critical digital infrastructure.

. _ , , 04 Feb 2026
Is cloud data sovereignty all just a case of 'Trust me, bro'?

3 days ago — Also, the Cloud Act is considered to be “eneryption neutral”, so companies can be
compelled to hand over what they have, but it does not ... Read more

m PR Newswire
Digital Sovereignty Push Exposes Gaps in Government

Control of Cloud and Al Infrastructure, Says Info-Tech
Research Group

INFO~TECH
. Quantum Zeitgeist

Gartner Predicts 75% Will Need Sovereign Strategies

Securing data ownership is key. IBM's Sovereign Core provides Al-ready software for Governments around the world are accelerating digital sovereignty mandates in

true digital sovereignty, meeting Gartner's 75%... response to geopolitical instability, expanding Al regulation, ...

21 Jan 2026 04 Mar 2026
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Sovereigh Cloud # Cloud Sovereignty

Sovereign Cloud

Focus on physical location & jurisdiction

Ensures regulatory compliance

Concerned with keeping data local

Typically regionally hosted solutions only

Cloud Sovereignty

Focus on control

Ensures strategic autonomy

Concerned with data access, even abroad

Applies to public, private, hybrid, multi-cloud




4 pillars that support Digital Sovereignty
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Zero-Trust of
Vendors




4 pillars that support Digital Sovereignty

Sovereignty
at Rest

Encryption at
Rest

Zero-Trust of
data-stores

Sovereignty
in Use

Encryption in
Use

Zero-Trust of
data-processors

Sovereignty
in Transit

Encryption in
Transit

Zero-Trust of
microservices

Sovereignty
of Logic

Own the
Platform

Zero-Trust of
Vendors




Sovereignty at Rest
The key to a good nights rest...
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Sovereignty at Rest

The key to a good nights rest...

BYOK

Get Your Own Key

Bring Your Own Key

Host Your Own Key

Let Cloud provider (or vendor) do
key generation & management for
you

You generate & manage keys in
your HSM, and give a copy to
Cloud provider (or vendor) to use
as and when they need

You generate & manage keys in
your HSM, and only give “one-
time use” keys to Cloud provider
(or vendor)

Provider-owned keys
Provider-managed keys
Provider unrestricted access to keys

Customer-owned keys
Customer-managed keys
Provider unrestricted access to keys

Customer-owned keys
Customer-managed keys
Provider limited access to keys

@ Full trustin vendor
@ Vendor lock-in

@ Virtually no sovereignty over data

Sharedtrust in vendor
Mitigated vendor lock-in
Limited sovereignty over data

@ Zero trustin vendor
@ Vendor agnostic and PQC ready
@ Complete sovereignty over data

is in a great Host!




Sovereignty at Rest

National ID System — Envelope Encryption with Local HSM

LOCAL HSM | ENVELOPE ENCRYPTION FLOW CLOUD STORAGE

(Sovereign Trust Anchor) ‘ (Encrypted Only)
7 | National ID PIl / Biometric Data
s i\
Master Key (MK) ‘ Er.1rolme.nt records ( )
Generated & held only \ + Biometric templates Transactional DB N
in national HSM \ * Credentials & certificates (Encrypted with DEK)
» Transactions & logs (__L>
Y <
Key Encryption Keys &) ( )
(KEK / LEK) ) Generate DEK Document Store / Object Store
Derived & protected Per dataset / tenant / object — (Encrypted with DEK)
by MK ‘ L. )
. —— —
. (&)
o] usltf& K‘Ty Policy 1 & Encrypt Data with DEK W Search Index \a
Q Key lifecycle, rotation, ) (=) (DEK encrypts the actual data) —> (Encrypted with DEK)
(S access control, audit
Audit & Logs ‘ g . S \/é ]
B AT gt' S 0 Wrap DEK with KEK ) Backups & Archives —
v — Sy operavon (KEK is protected by MK in HSM) . (Encrypted with DEK)
logged immutably — -
S \L J
Key Models (Simplified) Outcome
GYOK BYOK HYOK ° Cloud stores only encrypted data
Get your own key - (B Bring Your Own Key =) Hold Your Own Key o Master Key never leaves the country
Cloud provider generates i Countivi .
y imports key into Master Key never leaves C .
ountry can decrypt at any time
and manages keys cloud KMS (shared control) local HSM (full sovereignty) 0 4 g 4

(no sovereignty)

Q Full sovereignty at rest



4 pillars that support Digital Sovereignty

Sovereignty
at Rest

Encryption at
Rest

Zero-Trust of
data-stores

Sovereignty
in Use

Encryption in
Use

Zero-Trust of
data-processors

Sovereignty
in Transit

Encryption in
Transit

Zero-Trust of
microservices

Sovereignty
of Logic

Own the
Platform

Zero-Trust of
Vendors




Sovereignty in Use

Confidential Computing

Hardware

VM /

Containers

Trusted ARM
Execution Secure AMD SEV Nvidia
Environments Enclaves SEV-SNP Intel TDX IBM SEL TrustZone H100
CCA
(TEESs)
Confidential
Kat.a Containers RedHa’F AWS Azure GCP
Containers OpenShift
(CoCo)

Hardware Root of Trust

Remote Attestation




Sovereignty in Use

National ID System - Confidential Computing Architecture

LOCAL KEY AUTHORITY \ CLOUD - CONFIDENTIAL COMPUTE PLATFORM | ENCRYPTED DATA STORES

(Sovereign Control) | (OpensShift on Confidential Infrastructure) (At Rest)
Local HSM RedHat Kbt ‘\ Istio f\t Key Broker Transactional DB
OpenShift 47\ (Service Mesh) Agent (Encrypted with DEK)
CONFIDENTIAL WORKLOADS (Data Decrypted In-Memory Only) & || sl fore
Master Key (MK) never leaves - {Encrypted With DEKQ
1. Attestation s 3 ‘ . : < A :
the country W Identity Services Biometric Services Credential Services 2. On Success,
u
YR (eKYC, Auth, Verification) (Deduplication, Matching) (VC Issuance, Signing) DEK Released Search Index
or A 3 (Encrypted with DEK)
Key Release Service 1'--"@'--"— A ‘4'---!P---'P
(Policy & Attestation) ! ° LI @ '_J
@ Backups / Archives
@ + Verify workload identity Running inside TEE / CoCo Running inside TEE / CoCo Running inside TEE / CoCo (Encrypted with DEK)
+ Verify TEE / CoCo attestation Decrypted in memory only Decrypted in memory only Decrypted in memory only
« Verify image & runtime No data written unencrypted No data written unencrypted No data written unencrypted {
» Check policy (who, what, why) = —
* Release / urvwrap DEK only
to trusted workload CONFIDENTIAL RUNTIME LAYER
( RESULT
TEes / Confidential VMs CoCo - Confidential Containers Kata Containers
Intel SGX / TDX Kubernates-native confidential Lightweight VM isolation @
Audit & Monitoring AMD SEV-SNP ‘\ workloads for extra protection
D \ : o
All key release requests Data s used only |r.15|de
and décisions logged attested, confidential workloads.
immutably SONDRNRASIRUCTURE Even cloud operators cannot
Compute @ Storage Q Network é Backup see or access the plaintrext data
(Confidential) (Encrypted) GD (Segmented) (3) (Encrypted) or keys.
LEGEND
< — —— Attestation / Key Flow — — = —p DataFlow
(Encrypted) (Encrypted)
HOW KEY RELEASE WORKS KEY BENEFITS
h v ° @ Data decrypted only in trusted, attested environments
—> = v = - —> —> -
@ Keys never leave sovereign control
= ) ) 3 F @ Workloads, images and operators are continuously verified
Workload starts and Attestation evidence Policies evaluated If approved, DEK is DEK lives only in If attestation fails or policy . 3
requests DEK sent to Key Release (Workload, Image, unwrapped and sent memory of the attested not met, key is never @ Strong audit trail of every key release
Service TEE, User, Purpose) into the workload confidential workload released

& Sovereign control of data while still leveraging cloud scale
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Sovereignty in Transit

LOCAL TRUST ANCHOR
(SOVEREIGN CONTROL)

Local HSM / CA Infrastructure

HSM

Sovereign CA |
(Root of Trust) !

(Root & Intermediate)

Trust & Certificate Services
 Issue Certificates (mTLS)
+ Automatic Rotation & Renewal
+ Revocation (CRL / OCSP)
v Policy & Identity Binding

Audit & Logging

SOVEREIGN NETWORK TRUST FABRIC

National ID System - Zero Trust Network with mTLS & Service Mesh

-
SERVICE MESH CONTROL PLANE (Local / Sovereign) EXTERNAL CONSUMERS &
ECOSYSTEM
k Istio / OpensShift @ 28 ol E R T
Service Mesh) Policy & Identity & Telemetry & Certificate Chisgn Apgs ©
Authorization Workload Registry Monitoring Management = (Mobile / Web)
Trust Anchor
& Certificates !
(mTLS) v E\a Enrollment @
4 . e Devices
s E] SRS @- mTLS Secured Service-to-Service Communication «@ mTLS
-® I
v : Connections
~ ‘ @ Government @
SERVICE MESH DATA PLANE (All Traffic Encrypted with mTLS) I bt > Systems
API MOSIP Identity Biometric Credential Data Access } @ Bank.s/ ekyc @
Gateway Microservice Services Services Services Services Mo o Providers
3 7 8 8 &= N 3 ¥
KO, ®® Az lm)} : (X)) Health / Social @
@ @ @ 4 @ @ @ - B @ Platforms
Q. Other Relying @
@ Sidecar Proxy @ mTLS Everywhere L7 Policy Enforcement [_—__—' ] AutomaticCerts | ______ > C‘?\. Bt
(Envoy) (Default Deny) “=) (Allow Only What's Needed) ® (short-Lived) J
= —
Q No Implicit Trust Encrypt Every Connection Least Privilege Access Automatic Lifecycle ° Full Visibility
Verify Every Identity mTLS Everywhere Policy Driven Certificates Logs & Telemetry
HOW IT WORKS (Simplified Flow) KEY BENEFITS

0 Sovereign control of trust anchors (HSM-backed CA)

@ Zero trust: no service or user is trusted by default

- E - @ =+ [% = @é - |5
A workload or Presents certificate Service mesh If allowed, mTLS Secure, encrypted, All traffic is logged,
client wants to issued by sovereign validates identity & tunnel is established authorized communication monitored & audited
connect CA (mTLS) policy is allowed immutably
LEGEND: <«——» mTLS Encrypted Traffic <« — - (Certificate / Trust Flow @ Verified & Authorized Connection

@ LS protects data in transit across all workloads and networks
@ Automatic certificate management reduces risk and toil

@ Consistent security across on-prem and cloud environments
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Sovereignty

of Logic

National ID System - Open Platform, Open Standards, Controlled by the Country

\ COUNTRY CONTROL
\ (SOVEREIGN OWNERSHIP)

Policies & Rules
Identity lifecycle, eligibility,
consent, retention,

(\ MOSIP ‘

(Identity Platform)

audit rules

Workflows & Orchestration s

Enrollment, verification,

: Defines & L 8 7
s issuance, updates, -

5 Governs
revocation Identity Lifecycle
L ol >

Trust & Governance
Trust framework, risk,
compliance, access
control

Standards & Integration
Data models, APIs,

event schemas, audit
formats

Vendors & Contracts
Onboarding, SLAs,
certification, monitoring,
exit & portability

a

Country owns No vendor

the rules, policies, controls the core

and workflows platform

LEGEND:

Control / G

@ oipc /
OAuth2

Biometric Liveness

Detection

=)
I_Q,y

(Vendor Run)

’ Access via Open APIs

Business Rules

COUNTRY-OWNED CORE PLATFORM (OPEN SOURCE)

PLATFORM LOGIC LAYER (Country Controlled)

© & [

oo
oo -—

Q)

Consent & Privacy

OPEN STANDARDS & INTERFACES

OSIA
(Interoperability)

REST / GraphQL
APls

VENDOR COMPONENT LAYER (Replaceable, Policy-Governed)

Document Verification ABIS / Biometric
& OCR Matching
l"01
o
(Vendor Run) (Vendor Run)

Governed by Policies ¢

PRINCIPLES OF SOVEREIGNTY OF LOGIC

<3

Modular by design,
components are
replaceable

“«-==> I

A

"

gration via Open S

> 2

Open source core, Full auditability
open standards of logic and
everywhere decisions

<~~~ Policy & Governance Flow

OpenCRVS
(Civil Registration)

Decision Logic

Credentials

Audited & Monitored «

N
ECOSYSTEM & RELYING PARTIES
Other Open Source S
(Digital Public Goods) < Government Systems
ﬂm (eGov, Social Services, Tax, etc.)
‘ @ Banks / eKYC Providers
(KYC, Onboarding, AML)
@ Secure
] . Integration
Audit & Events Policy Enforcement via Open ‘O‘ Health / Education
Standards Patient ID, Student ID)
===
((‘ ‘)) Mobile Operators
Verifiable ([ 4 OpeniD -+ Event&Data (SIM Registration, KYC)

Connect = Exchange

——
Digital Services
(eSign, Payments, Wallets)
Fraud / Risk Other Specialized
Analytics Services
P QO Other Relying Parties
anfl @ C(\_,\ (Private Sector, NGOs, etc.)
(Vendor Run) (Vendor Run)
Replaceable |
OUTCOME
Q Country controls the identity system logic
(/b ° Vendors provide components, not dependency
Q Interoperable, portable, and future-proof
Innovation enabled 4 . g &
without losing Q Open standards ensure long-term independence
sovereignty Q Innovation-friendly without compromising control

Sovereignty of Logic = The country owns how the system works.
Vendors may run components, but they do not control the platform.

©



Digital Sovereignty is a DPl enabler...

Sovereignty
at Rest

The ecosystem may
store the data
resiliently,

because it cannot
read it without

sovereign approval
and continuous

verification of trust.

Sovereignty
in Use

The ecosystem may
process sensitive
data,

because
computation is
restricted to
attested
confidential
environments.

Sovereignty
in Transit

The ecosystem may
exchange data
openly,

because every
interaction is
authenticated,
encrypted, consent
driven and policy
governed.

Sovereignty
of Logic

The ecosystem may
innovate freely,

because open
standards and
sovereign
governance prevent
dependency and
preserve
interoperability.




Old Guard

Perimeter firewalls
Private networks
Trusted insiders
Closed infrastructure
Centralized ownership

“Restricted access only. If you are
inside the fence, you are blindly
trusted.”

* OpenAPIs

* Multiple providers

* Wallets

* Banks

* Health systems
 Governments

* Cloud providers

* Regional interoperability

“Everyone is free to enter, because
trust is continuously verified and
cryptographically proven”
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