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Digital sovereignty: 
The state’s ability to control

all times and under all conditions

the protection of access to critical data

continuity in its critical digital systems





Physical Borders  vs  Digital Borders



Sovereign Cloud  ≠  Cloud Sovereignty

Sovereign Cloud Cloud Sovereignty

Focus on physical location & jurisdiction Focus on control

Ensures regulatory compliance Ensures strategic autonomy

Concerned with keeping data local Concerned with data access, even abroad

Typically regionally hosted solutions only Applies to public, private, hybrid, multi-cloud
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The key to a good nights rest…

GYOK BYOK HYOK
Get Your Own Key Bring Your Own Key Host Your Own Key

Let Cloud provider (or vendor) do 
key generation & management for 

you

You generate & manage keys in 
your HSM, and give a copy to 

Cloud provider (or vendor) to use 
as and when they need

You generate & manage keys in 
your HSM, and only give “one-

time use” keys to Cloud provider 
(or vendor) 

Provider-owned keys
Provider-managed keys

Provider unrestricted access to keys

Customer-owned keys
Customer-managed keys

Provider unrestricted access to keys

Full trust in vendor
        Vendor lock-in
        Virtually no sovereignty over data

Shared trust in vendor
          Mitigated vendor lock-in
          Limited sovereignty over data

Customer-owned keys
Customer-managed keys

Provider limited access to keys

Zero trust in vendor
          Vendor agnostic and PQC ready
          Complete sovereignty over data

…is in a great Host!
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Confidential Computing

Trusted 
Execution 

Environments 
(TEEs)

Secure 
Enclaves

AMD SEV 
SEV-SNP Intel TDX

ARM 
TrustZone 

CCA
IBM SEL Nvidia 

H100

Hardware Root of Trust

Remote Attestation

Kata 
Containers

Confidential 
Containers 

(CoCo)

RedHat 
OpenShift AWS Azure GCP

VM / 
Containers

Hardware

Cloud
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Sovereignty 
in Use

The ecosystem may 
process sensitive 

data,
because 

computation is 
restricted to 

attested 
confidential 

environments.

Sovereignty 
at Rest

The ecosystem may 
store the data 

resiliently,

because it cannot 
read it without 

sovereign approval 
and continuous 

verification of trust.

Sovereignty 
in Transit

The ecosystem may 
exchange data 

openly,
because every 
interaction is 

authenticated, 
encrypted, consent 

driven and policy 
governed.

Sovereignty 
of Logic

The ecosystem may 
innovate freely,
because open 
standards and 

sovereign 
governance prevent 

dependency and 
preserve 

interoperability.

Digital Sovereignty is a DPI enabler…



• Perimeter firewalls
• Private networks
• Trusted insiders
• Closed infrastructure
• Centralized ownership

• Open APIs
• Multiple providers
• Wallets
• Banks
• Health systems
• Governments
• Cloud providers
• Regional interoperability

Old Guard New Guard

“Restricted access only. If you are 
inside the fence, you are blindly 
trusted.”

“Everyone is free to enter, because 
trust is continuously verified and 
cryptographically proven”
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youDarren Lentz
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